HWHO®OPMAIITOHHAS IAMSITKA
JUISI OBYYATOIIUXCS 1151 PASMEILIEHUAS
HA O®ULIMAJIBHBIX UHTEPHET-PECYPCAX

C KaXIpIM TOIOM MOJIOASKH B MHTEPHETE CTAHOBHTHCS OOJBINE, a IMKOJLHUKA OIHU M3 CaMBIX
aKTHBHBIX MHoJb30Bareneil PyHera. Mexny TeM, NOMHUMO OIPOMHOrO KOJUYECTBA BO3MOKHOCTEH,
WHTEPHET HECET ¥ MPOOJIEeMbI. JTa MaMsATKa JODKHA TIOMOYb TeOe 0€30MacHO HaXOIUTHCS B CETH.

KoMmnbrorepHbie BUPYChI

KomneroTepHslii BHpyC - 3TO pa3HOBHJIHOCTh KOMIBIOTEPHBIX MpOrpamM, OTJIMYUTEIHHOU
0COOEHHOCTBIO KOTOPOI1 SBISIETCS CIIOCOOHOCTH K pa3MHOXKEHUIO. B onoiaHeHue K 3ToMy, BUPYChl MOTYT
MOBPEIUTh WIH MOJHOCTHIO YHUYTOXKUTH BCe (Dailibl M JaHHBIC, MOAKOHTPOJIbHBIC MOJIB30BATEIIO, OT
MMEHH KOTOpOro ObUIa 3amylieHa 3apakeHHas MporpaMma, a Takke MOBPEIUTh WIN JaKe YHUYTOXKHUTD
OINEPALMOHHYI0 CUCTEMY cO BceMH (aiimaMu B LenoM. B OonbpIIMHCTBE CiaydaeB pacHpOCTPaHSIOTCS
BUPYCHI Yepe3 UHTEPHET.

MeTop! 3aLTUTHI OT BPEJOHOCHBIX IPOTpamMM:

1. Ucnonb3yil cCOBpEMEHHBIE ONEPALMOHHBIE CUCTEMBL, UMEIOLUE CEPbE3HbIM YPOBEHb 3alUThI OT
BPEIOHOCHBIX ITPOIPaMM;

2. TlocrosiHHO ycTaHaBnMBaik mauTH (UMQPOBBIE 3aIlUIATKH, KOTOpbIE aBTOMATHYECKH
YCTAaHABIMBAIOTCA C LENbI0 AOPAa0OTKH IMPOTrpaMMbl) W Apyrue OOHOBJICHHUS CBOEH OINEpaluoOHHON
cuctembl. CkaunBaif MX TOJNBKO ¢ OUIMAIbHOTO caiita paspaborunka OC. Ecnmu cymiecTByeTr pexum
aBTOMATHYECKOI0 OOHOBJICHUS, BKIIOUHN €T0;

3. Paboraii Ha cBoeM KOMITBIOTEpE IOJ MpaBaMHu IMOJB30BATENS, a HE aAMHUHUCTpaTopa. JTO HE
MO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX IPOrpaMM HHCTAJUIMPOBAaTbCA HAa TBOEM IIEPCOHAIBLHOM
KOMIIBIOTEPE;

4. Ucnonmp3yl aHTUBUpPYCHBIE TPOTPaMMHBIE NPOAYKTHI H3BECTHBIX IPOU3BOJUTENEH, C
aBTOMAaTHYECKUM OOHOBJICHHEM 0as3;

5. Orpanndb GU3HYECKUH TOCTYT K KOMITBIOTEPY AJISl TOCTOPOHHUX JIHII,

6. Hcnonp3ydi BHemIHWE HOCUTENH HHQOpMAIMM, Takue Kak (iemka, AUCK WM ¢ailn u3
HWHTCPHETA, TOJBKO U3 MPOBEPCHHLIX UCTOYHUKOB,

7. He oTkpbIBail KOMIBIOTEpHBIC (AilNIbl, IMOITYYCHHBIE M3 HEHAAC)KHBIX HCTOYHHUKOB. Jlaxe Te
(aiinbl, KOTOpBIE IPHUCIA TBOW 3HAKOMBIN. JIydile yTOUHHM y HEro, OTIPAaBIIsI JIM OH TeOe HX.

Cern WI-FI

Wi-Fi - 310 He Buj mepefayn AaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIb Opera, mapka. Eme B 1991
rojy HUJepJiaHicKas kKoMmnanus 3aperucrpuposaia Opena "WECA", uyto 0003Ha4an1o clIoBOCOYETaHUE
"Wireless Fidelity", koTopblii mepeBoguTCs Kak "0ecrpoBOAHAS TOYHOCTE".

Jlo Harrero BpeMeHH JIONLIA JpyTras abOpeBuarypa, KoTopas SBJISETCS TaKOU JKe TEXHOJOTueH. D10
ab0peuatypa "Wi-Fi". Takoe HazBaHHe OBUIO 1aHO C HAMEKOM Ha CTaHJAPT BBICIICH 3BYKOBOW TEXHUKH
Hi-Fi, uto B mepeBojie 03Ha4yaeT "BHICOKAs TOYHOCTH'.

Ja, OecrmaTHBII WHTEPHET-IOCTY B Kade, OTelmsIX © a’pomlopTax SIBISAETCS OTIIMYHON
BO3MOXKHOCTBIO BBIXOIa B HHTepHET. HO MHOTHE 3KCIIEPThI CUMTAIOT, uTO 00mIenocTynHbie Wi-Fi ceTu He
SIBIISIIOTCS O€30ITaCHBIMU.

CoBeTblI 110 6€30MacHOCTH PabOThI B 001IeJ0CTYHBIX ceTsix Wi-fi:

1. He nepenaBaii cBOr0 JUuHYyIO WHGOpMAIUIO Yepe3 oomeaocTynHbie Wi-Fi cetu. Pabotast B Hux,
JKEJIaTeJIbHO HE BBOAMUTH IIAPOJIM JIOCTYIIA, IOTHHBI U KAKHUE-TO HOMEPA;

2. Hcnonwp3yii u OOHOBJISIH aHTUBUPYCHBIE MporpamMmbl © OpaHamayep. TeM caMbIM T
obe3omacuib cedst OT 3aKaYKH BUPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonw3oBanuu Wi-Fi otkmoun dynkiuio "OOmmit goctyn k ¢aitiam U npuHTepam.
JanHast QyHKIOMS 3aKpbITa 10 yMOJYAHHWIO, OJHAKO HEKOTOPBIC MOJB30BATENM AKTUBUPYIOT €€ s
yoOCTBa NCHONIB30BaHMs B paboTe Wi yueoe;

4. He ucnone3yii nyonuunsii WI-FI s nepenauu JUYHBIX JaHHBIX, HAlpUMeEp IS BbIXOJA B
COIMAJIbHBIE CETH WIIM B 3JIEKTPOHHYIO MOUTY;

5. Wcnonp3y#i Tonbko 3ammiieHHoe coenunenue yepe3 HTTPS, a ue HTTP, T.e. npu HaGope BeO-
ajzipeca BBoU UMeHHO "https://";



6. B moOunsHOM Tesiedone oTkmoun (ynkiuo "Tlogkmouenne k Wi-Fi aBromatnuecku". He
JTOTTyCKail aBTOMAaTHYECKOTO TTOAKITIOYCHHSI YCTpOorcTBa K ceTsiM Wi-Fi 6e3 TBoero cormacws.

ConuajbHbIe CeTH

CounanpHbple CeTH aKTHBHO BXOIAT B HAIly JKW3Hb, MHOTHME JIOAW pabOTalOT M JKUBYT TaM
MOCTOSIHHO, a B Facebook yike 3aperucTpupoBan MUIIHAP YETIOBEK, YTO SIBJISIETCS OJHOM CEABMOU BCEeX
JKUTEJNEH IUTaHeThl. MHOIME IOJb30BaTeNId HE IOHMMAIOT, YTO HHGOpMAaLus, pa3MELICHHAs HUMH B
COLIMAJIBHBIX CETSAX, MOXKET OBITh HalJICHa M UCIIOJIb30BaHA KEM YIOJHO, B TOM YHCIIE HE O0S3aTENbHO C
OaruMu HaMEpPEHUSIMHU.

OCHOBHBIE COBETHI IO OE30MACHOCTH B COLUAIBHBIX CETAX:

1. Orpannyb cnucok napy3ed. Y Teds B Jpy3psiX HE AODKHO OBITh CIlydaliHBIX M HE3HAKOMBIX
JIIOJICH;

2. 3ammmail cBOl 4YacTHYIO >KM3Hb. He ykaspiBali maponu, TeneoHbI, aipeca, AaTy TBOETO
POXIEHHS M JpYIyl JHYHYI0 HH(pOpManuio. 3JIOYMBIIJICHHUKA MOIYT HCIIONB30BaTh Jake
MH()OPMALUIO O TOM, KaK Thl U TBOU POJUTENH IUIAHUPYETE IPOBECTU KaHUKYJIBI;

3. 3amuiaii CBOIO PEIyTaIMIO - ICPIKHU €€ B YUCTOTE U 3ajaBaii ce0e BOIPOC: XOTe ObI Thl, YTOOBI
Jpyrue MHojb30BaTeNM BUAEIM, YTO Thl 3arpyxaemb? [lomymail, mpexxne dyeM 4TO-TO OIyONHMKOBATh,
HamMcaTh U 3arpy3uTh;

4. Ecnu Thl TOBOpHIB C JIIOJBMH, KOTOPBIX HE 3Haellb, HE HCHONb3YyH CBOE peallbHOe UM U
JIPYTYIO THYHYIO HH)OPMAIIUU: UMs1, MECTO JKUTEICTBA, MECTO Y4eObl U Ipovee;

5. U3Geraii pazmemenus dororpaduii B IHTEpHETE, TOE TH H300pa)KEH HA MECTHOCTH, 110 KOTOPOH
MOYKHO OTPEAETUTh TBOE MECTOMOI0KEHHE;

6. IIpu peructpanuu B CONUAILHON CETH HEOOXOIUMO HCIIONB30BATh CIIOMKHBIE MAPOITH, COCTOSIIHNE
13 OYKB ¥ UG U C KOTUIECTBOM 3HAKOB HE MeHee §;

7. JInst conManbHONW CEeTH, MOYTHI U JIPYTHX CAaWTOB HEOOXOAMMO HCITONB30BaTh pPa3HbIC MapoOIIH.
Torma ecnu TeOs B3IOMAIOT, TO 3IOYMBIIIJICHHUKH TOJy4YaT JOCTYM TOJBKO K OJHOMY MECTY, a He BO BCE

cpasy.
DJIeKTPOHHBIE JeHbI'N

DJIeKTPOHHBIE AEHBIU - 3TO OYEHb YAOOHBIN CHOCOO IUIATEKEH, OHAKO CYIIECTBYIOT MOIIEHHHKH,
KOTOPBIE XOTST HOIYYUTb 3TH ACHBIH.

ONeKTPOHHBIE IEHBI'H MOSBUIINCH COBCEM HEAABHO M MIMEHHO M3-3a 3TOT0 BO MHOTHX I'OCY/IapCTBax
JI0 CHX TIOp HE MIPOMMCAHO MPO HUX B 3aKOHAX.

B Poccun e oHM ()yHKUMOHUPYIOT M O HHUX YK€ HPONHUCAHO B 3aKOHE, TI€ X Pa3’eNsIioT Ha
HECKOJIKO BHJIOB - aHOHMMHBIE U HE aHOHMMHBIE. Pa3HuIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspenraeTcs MPOBOJUTH OIlepanuu 0e3 WICHTU(PHUKAIMKA TI0Nb30BaTeNs, a B HEaHOHUMHBIX
UACHTH(UKALUS TT0JIb30BATEIS SBIAETCS 0053aTENEHOM.

Taxoke cienyer pa3inyaTh dJIEKTPOHHbIE (HUATHBIE JEHBIY (PaBHBI TOCY/IaPCTBEHHBIM BAIOTaM) U
AJIEKTPOHHBIE He(UATHBIE IEHBTU (HE PaBHBI FOCYAPCTBEHHBIM BaIIIOTaM).

OcHOBHBIE COBETHI IO OE€30MACHON PabOTE € 3JIEKTPOHHBIMH JEHbIAMU:

1. IlpuBsbku K cueTy MOOWIBHBIH TenedoH. DTo camblii ymOOHBIH M OBICTPBIH CIIOCOO
BOCCTaHOBHUTH JOCTYI K cuery. IlpuBsi3aHHbIi TeneOH MOMOXKET, eCiiM 3a0yzellb CBOH IIaTEKHBIN
NapoJib MM 3aliIelIb Ha CaliT C HE3HAKOMOI'0 YCTPOHCTBA;

2. Ucnonb3y#t onHopa3osele napoiu. Ilocie nepexoja Ha yCHICHHYIO aBTOpH3aLUIO TeOe yKe He
OyZIeT yrpoxaTh OMaCHOCTh KPa)kH WM MepexBaTa IJIaTeXHOro mapois;

3. Bribepu cnoxubii maponbs. llpecTymHukam OymeT He MPOCTO yrajaTh CIOXHBIA Mapoib.
Hanexwuble maposu - 3To napoiii, KOTOphIE COAEPKAT HE MEeHee 8 3HAKOB M BKIIIOUAIOT B c€0sl CTPOUHBIE U
MPOTHCHBIE OYKBBI, U PHI H HECKOJILKO CHMBOJIOB, TaKMe KaK 3HaK JIojuiapa, (yHTa, BOCKIHIATEIbHBIN
3Hak u 1.11. Hanmpumep, $tROng!;;

4. He BBOAM CBOM JIMUHBIC IJaHHBIE HA CalTax, KOTOPHIM HE JJOBEPSECIIb.

DJIeKTPOHHAsI MOYTA

ONeKTpOHHAsl MOYTa - 3TO TEXHOJOTHS U MPEAOCTaBISIEMbIE €10 YCIYTH IO IEPEeChUIKE U
MTOJIYYCHHIO DJICKTPOHHBIX COOOIIEHUN, KOTOPBIE PACHPENESIIOTCS B KOMIBIOTEpHON ceTu. OOBIYHO



SJIEKTPOHHBIN TOYTOBBINA SIIUK BBITJSIUT CIEAYIOIIAM OOpa3oM: MM _IOIB30BaTENsA(@WUMS_JTOMEHA.
Taroke KpoMme Tiepeiadd IPOCTOTO TEKCTa, UMEETCsl BO3MOXKHOCTh MepeiaBaTh (aiiiibl.

OCHOBHEIE COBETHI IO O€30IACHON PadOTe C MCKTPOHHOHN MOYTOM:

1. Hamo BBIOpaTh mNpaBUIBHBI MOYTOBBIM cepBHC. B WHTEpHETEe eCTb OrpPOMHBIH BBIOOD
OecITaTHBIX MTOYTOBBIX CEPBUCOB, OJHAKO JYYIIE JOBEPATH TEM, KOTO 3HAEIIb U KTO MEPBBIA B pEHTHHTE;

2. He yka3piBali B JMYHOW TmodYTe JNHYHYI HHQOpMammioo. Hampumep, mydmie BBIOpaTh
"My3bIKaIbHBINH _(haHaT@" nnm "pok2013" BmecTo "Temal3";

3. Hcnonp3yil ABYXATAIHYIO aBTOPH3AIMIO. JTO KOI/Ia MOMHMO Iapojisi HY)KHO BBOJIWTH KO,
MPUCHIIAEMBIH 10 SMS;

4. Bribepu CIOXHBIA Mapoib. s KaKA0ro MOYTOBOTO SIIMKA JIOJKCH OBITH CBOWM HAJCIKHBIM,
YCTOMUYUBBIN K B3JIOMY I1apOJIb;

5. Ecau ecTh BO3MOKHOCTh HAMCATh CAMOMY CBOM JIMYHBIMA BOIPOC, UCIIOJIB3YH 3TY BO3MOKHOCTb;

6. Vcnonp3yil HECKONBKO MOYTOBBIX AMMKOB. [lepBBIi [y 4acTHOHM MEpemuCcKH C aapecaTtamy,
KOTOPBIM ThI AOBEPsEIIb. DTO 3JICKTPOHHBIN aapec He HaJl0 UCTIONb30BaTh MIPH PErHCTpaliy Ha popymax
M capTax;

7. He oTkpsiBaif (paiiisl 1 ApyTHe BIOKEHUS B MUChMaX, Ja)K€ €CITM OHU MPHUIILTA OT TBOHX JAPY3eH.
Jlydiie yTouHM y HUX, OTHPABIISIIN JIH OHU TeOe 3TH (ailiibl;

8. Ilocme okoHYaHWs pabOTHI Ha IMMOYTOBOM CEpPBHCE IMEpE] 3aKPHITHEM BKIAJKH C CaTOM He
3a0ynp HaXkaTh Ha "Beritta".

KubepOyaauur uiu BUPTyajdbHOe U31€BATEIbCTBO

KubepOymnuar - mpecrnenoBaHue COOOIICHHAMH, COJEPKAIIMMH OCKOPOJICHUS, arpeccHro,
3allyTUBAaHUC,; XYJIUTaHCTBO, COHUAJIBHOC 6OI>'IKOTI/IpOBaHI/Ie C IMIOMOLIBIO Pa3JIMYHBIX HTHTCPHCT-CEPBUCOB.

OcCHOBHBIE COBETHI IO OOPHOE C KHOEPOYIUTHHTOM:

1. He Opocaiics B 00ii. Jlyuqmuit crioco0: MOCOBETOBATHCS KaK ce0sl BECTH H, €CIIH HET TOT0, K KOMY
MOKHO O6paTI/ITI)C$I, TO BHadaJiI€ YCIIOKOUTLCA. Ecan TeI HayHemp OTBeYaTh OCKOp6JICHI/I$IMI/I Ha
OCKOPOJICHUSI, TO TOJIBKO elle OONbIIE Pa30XkKIKellb KOHPIIUKT;

2. YmpaBnsii cBoel KnbepperyTanuei;

3. AHOHHUMHOCTL B CETH MHHMAs. CYHICCTBYIOT CHOCO6I)I BBISICHUTH, KTO CTOHMT 3a aHOHHMMHBIM
AKKayHTOM;

4. He crouT BecTH XyINWTAaHCKHWHA 00pa3 BUPTyalbHOHW Xu3HH. VHTEpHET (UKCHpyeT BCce TBOU
JIEHCTBUS U COXpaHseT UX. Y JaIUTh UX OyJeT KpalHe 3aTpyAHUTEIbHO;

5. Co0Omronait CBOIO BUPTYaIbHYIO Y€CTh CMOJIONY;

6. HWrHopupyii eauHuuHblli HeratuB. OAHOPA30BbIE OCKOPOUTENbHBIE COOOIIEHHS JIydlle
urHopuposats. OOBIYHO arpeccusi MpeKpallaeTcs Ha Hau4aJlbHOW CTaIHH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIIEHHUSIMH, B COIIUANBHBIX CETSIX €CTh
BO3MOXHOCTH OJIOKHPOBKH OTIPaBKU COOOIIEHHUH C OTPE/IEIIEHHBIX aJIpecoB;

8. Ecim 11 cBuzmerens kubepOyimHra. TBou AEWCTBHA: BBICTYHHTH NPOTHUB IpECel0BaTels,
II0Ka3aTb €My, YTO €ro JEHCTBHs OLICHUBAIOTCS HETaTUBHO, MOJAEPXkKAaThb JXKEPTBY, KOTOPOM HY>KHA
MICUXOJIOTHYECKast TOMOIIb, COOOIIUTE B3POCIIBIM O (JaKTE arpecCHBHOTO MTOBEJICHUS B CETH.

MoOuabHbli Tes1edon

CoBpemeHHbIe CMapT(OHBI M TUIAHIIETHI COJEpXkaT B cede BIOJHE B3POCHBIH (YHKIHOHAN, W
TeNnepb OHU MOT'YT KOHKYPHpPOBaTh CO CTALIMOHAPHBIMU KOMIbIOTEpaMu. OHAKO, CPEACTB 3aIUTHI AJISA
MOIOOHBIX YCTPOWCTB MOKAa OYeHb Majlo. TeCTHPOBaHHUE U MOUCK YA3BUMOCTEH B HUX MPOUCXOANUT HE TaK
MHTeHCHUBHO, Kak a7 1K, To ke camoe kacaeTcs 1 MOOMITBHBIX TPUIIOKEHUH.

CoBpemeHHBIE MOOHJIbHBIE Opay3epbl YK€ NPAaKTHUYECKH JIOTHAJIM HACTOJIbHBIE aHAJIOTH, OIHAKO
pacuipenre QyHKIIMOHAA BIIeUeT 32 CO00H OOMBINYIO CI0KHOCTh M MEHBIIYIO 3aIIUIIEHHOCTb.

Jlanexo He Bce MPOM3BOAUTEIH BBHITYCKAIOT OOHOBIICHHS, 3aKPHIBAIOIINE KPUTHUECKNE YA3BUMOCTH
JUTSL CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI 7151 0€30MaCHOCTH MOOMIIBHOTO TenedoHa:

Huyero me sBigercs mo-HacTosmeMmy OecriaTHBIM. byae ocTtopokeH, Beap Korga Tebe
npeJIaratoT OeCIUTaTHRI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIaTHBIE YCITYTH;

Hymaii, npexae yeM otnpaButb SMS, ¢oto mnm Buzmeo. Tl TOYHO 3Haewb, re OHU OyIyT B
KOHEYHOM HTOTe?



Heo0xomumMo 0GHOBIISATE ONIEPAIIMOHHYIO0 CUCTEMY TBOETO cMapT(OHa;

Hcnonb3yit aHTHBUPYCHBIE TPOTPAMMBI JIJ1 MOOMJIBHBIX Tele(hOHOB;

He 3arpy»xaii nmpuiaokeHus: 0T HEU3BECTHOI'O UCTOYHHKA, BEJb OHU MOTYT COJEPKATh BPEIOHOCHOE
IporpaMMHOe oOecrieueHme;

[Tocme Toro Kak THI BEIACHIH C CaifTa, I7I€ BBOAWI JHYHYIO WH(MOPMAIUIO, 3aiIi B HACTPOIKHU
Opaysepa u ynamnu cookies;

[Tepuonnuecku npoBepsiii, KaKue TUIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

HaBait cBoit HOMep MOOWIBHOTO TenedoHa TONBKO JIOAAM, KOTOPBIX THl 3HACHIb H KOMY
JTIOBEpSICIITb;

Bluetooth momxen OBITH BBIKIIFOUEH, KOT/Ia ThI UM HE MOJIB3yelbes. He 3a0biBail MHOTIa MPOBEPSATH
3TO.

Online urpst

CoBpeMeHHBIE OHJIAHH-UIPBI - 3TO KPAacOYHBIE, 3aXBATBHIBAIOLINE Pa3BICUCHUS, OOBEIUHSAIOLINE
COTHHM THICSIY YEJIOBEK II0 BceMy MUpy. Mrpoku uccienyroT JaHHBIM UM MUp, OOLIAI0TCS APYT C APYTOM,
BBIMIOJTHSIOT 3aJaHMs, CPaKAIOTCA C MOHCTPAMU M IMOJYYalOT OIBIT. 3a YAOBOJLCTBUE OHH ILIATSAT:
NOKYHArOT AUCK, OIUIaYMBAIOT A00OHEMEHT WM IIPUOOPETAIOT KaKHe-TO OILIUH.

Bce atH cpenctBa mayT Ha mMOAlepKaHUE M PAa3BUTHE WIPHL, a TAKXKE Ha caMy O€30MacHOCTS:
COBCPUHICHCTBYIOTCA CHCTCMbI aBTOpHU3allMKM, BBIITYCKAIOTCA HOBBIC IIaT4H (]_[I/I(prBLIC 3aIlJIaTKu  AJId
MPOTPaMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B momoOHBIX urpax CTOMT omacaTrbcsi HE CTOJBKO CBOMX COIEPHHUKOB, CKOJBKO KPaXH TBOETO
napoJisi, Ha KOTOPOM OCHOBaHAa CHCTEMa aBTOPHU3aLUK OOJBITMHCTBA UTP.

OCHOBHBIE COBETHI IO OE30MACHOCTH TBOETO UTPOBOT0 aKKayHTa:

1. Eciim apyroif urpok BemeT ceds MJI0OX0 WM co3iaeT Tebe HEempUSATHOCTH, 3a0JOKHPYH ero B
CIIMCKE UTPOKOB;

2. Tloxanyiics amMUHHCTpaTOpaM WIPBl Ha IJIOXOE TOBEACHHUE JTOTO HIPOKa, >KEIaTelbHO
MPUIOKUTH KaKHe-TO 10Ka3aTelbCTBA B BUJE CKPHHOB;

3. He yka3pIBaii mnuHyto nHGOpMAIHIO B Mpodaiiie urpsl;

4. YBaxail Jpyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii Heo(hUITUAIBHBIC TATYH U MOJIBI;

6. Mcnonb3yil COKHBIE U pa3HbIE MAPOIIH;

7. Jaxxe Bo BpeMsi UIPBHl HE CTOUT OTKIIOYATh aHTUBUpYC. [loka ThI Wrpaeib, TBOIl KOMIIBIOTED
MOTYT 3apa3uThb.

DOUIIHHT WA Kpaka JJUYHBbIX JaHHbIX

OOBIYHON Kpakel JIeHeT M JOKYMEHTOB CETOJHS yXKe€ HUKOr0 HE YIWBHIINb, HO C pPa3BUTHEM
WHTEPHET-TEXHOJIOTHH 3JIOYMBINUIEHHUKH TEePEMECTUINCh B WHTEPHET, W TPOJOIDKAIOT 3aHUMATHCS
"IF0OMMBIM" IETTOM.

Tak mosBMIack HOBas yrpo3a: MHTEPHET-MOIICHHHYECTBA WIIM (DUIIMHT, TJaBHas 1Ie7b KOTOPOTO
COCTOMT B TIOJIYYCHUU KOH(PHUACHIIMAIBGHBIX MAaHHBIX TMOJB30BaTelled - JIOTWHOB W maponieid. Ha
aHTnuiickoM si3bike phishing unraercs kak ¢umuHr (ot fishing - peiOHas moBis, password - Mapos).

OCHOBHBIE COBETHI IO OOpKOE C PHUITHHTOM:

1. Crmenm 3a cBOMM akkayHTOM. Ecim THI momo3peBaelb, 9TO TBOS aHKeTa ObLia B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKUPOBATh €€ U COOOIINTh aIMHHACTPATOPaM pecypca 00 3TOM KaK MOXKHO CKOpee;

2. Ucnonw3yit Oe3onacHbIe Be0-CalThl, B TOM YHCJIC, UHTEPHET-Mara3uHOB U TIOUCKOBBIX CUCTEM;

3. Ucmonp3yil cmokHBIE W pa3Hble Mapoiau. Takum oOpa3oMm, ecilu TeOs B3JIOMAarT, TO
3JI0YMBIIIJICHHUKH TIOJTy4aT AOCTYII TOJIBKO K OJHOMY TBOEMY MPO(QUIIIO B CETH, a HE KO BCEM;

4. Ecim TeOs B3IOMaNM, TO HEOOXOAMMO TIPEAYNPEeIUuTh BCEX CBOMX 3HAKOMBIX, KOTOpBIC
Jno0aBiieHBl Y TeOsT B JIPY3bSX, O TOM, 4YTO TeOsl B3JIOMalH M, BO3MOXXHO, OT TBOEr0 WMEHH OyneT
pacchlIaThes ClaM M CChUIKU Ha (DUIIMHTOBBIE CANTBHI;

5. Ycranosu HagexHsii napons (PIN) Ha MoOMIbHBIH TenedoH;

6. OTKJII04YM COXpaHEHHUE MapoJis B Opaysepe;

7. He oTkphIBait (haliibl U qpyTHE BIOXKEHUS B MUCbMAaX, AK€ €CITU OHH MPHUIIUIA OT TBOUX JPY3CH.
Jly4iie yTOUHM y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (ailiibl.



Mudposas penyrauus

Hudposast pemyTrauusi - 3TO HEraTWBHAas WM TIO3UTHBHAs WHQOpMamuss B ceTd O Tebe.
Komnpomerupytomias nHpopManus, pa3MelieHHasi B HHTEpPHETE, MOXKET CEPhe3HBIM 00pa3oM OTPa3UThCS
Ha TBoel peanpHON xu3HU. "[lmdposas pemyranmsa" - 3TO TBOW HMHIDK, KOTOPBIH (OpMUpPYETCS U3
nH(DOpMaIuu 0 TeOe B MHTEPHETE.

TBoe MecTo KHTENbCTBa, Y4eObl, TBOe (PMHAHCOBOE IOJIOKEHHE, OCOOCHHOCTH XapakTepa u
pacckasbl 0 OIM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue TMOAPOCTKH JIETKOMBICIIEHHO OTHOCATCA K IyONMKalue JHYHOW WHPOpMAIH B
WuTtepHere, HE MOHMMAasi BO3MOXHBIX MOCHENCTBHHA. ThI Jaxke HE CMOXENIb J0ragarbcsi O TOM, YTO
¢dororpadus, pasMerieHHas 5 JeT Ha3al, cTala IPUYMHON 0TKa3a MPUHSATH TeOs Ha paboTy.

KommenTapuu, pasmemiennie TBoux Qororpaduii U apyrue AeUCTBUS MOTYT HE HCUE3HYTH JaXKe
MOCJIe TOTO, KaK Thl MX YAaluuilb. Thl HE 3HAellb, KTO COXpaHWJ 3Ty MHPOpMAIHIO, MONajia M OHA B
TIOMCKOBBIE CHUCTEMBl M COXpaHMJIACh JIM OHA, a TIABHOE: YTO MOAYMAIOT O TeOe OKpY’KaloIlue JIOAH,
KOTOpBIC HAUAYT U YBUAAT 3T0. HaliTi mHpOpMAIMIO MHOTO JIET CITyCTSI CMOYKET JIF000M - KakK U3 JOOPBIX
moOy>XKIESHH, TaK ¥ ¢ HAMEPEHNEM IIPUYNHUTH Bpe. ITO MOXKET OBITh KTO YTOTHO.

OCHOBHBIE COBETHI MO 3aIIUTE HUPPOBOH pemyTaLnu:

1. [lomymaii, ipekae YeM 9To-TO IyOJUKOBATh W IepenaBaTh y ce0s B OJIOTe WM B CONMATBHOMN
CceTH;

2. B Hactpoiikax mnpoduis YCTaHOBH OTpaHMYECHHS HA IPOCMOTP TBOETO MPOQWIS H €ro
COJIEP’KUMOT0, CAeNall ero ToabKo "1 Apy3eit";

3. He pasmemait m He yka3piBail WH(pOpPMAIHIO, KOTOpash MOXET KOro-THMO0 OCKOPOJIATh HITH
00MKaTh.

ABTOpCKOE IPaBO

CoBpeMeHHBIC IIKOJILHUKK - aKTUBHBIE MOJI30BATENN IIH(POBOTO MpocTpancTBa. OIHAKO AajIeKO
HE BCE 3HAIOT, YTO TOJIb30BaHHE MHOTMMH BO3MOXKHOCTSIMH ITU(PPOBOTO MHpa TpeOyeT cOOII0CHHS TIPaB
Ha MHTEJUIEKTYalbHYI0 COOCTBEHHOCTb.

TepmuH "uHTENIEKTYaTbHas COOCTBEHHOCT" OTHOCHTCS K Pa3IMYHBIM TBOPCHHUSM YEIOBEUYECKOTO
yMa, HaYMHas C HOBBIX M300pETeHNH B 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTD Ha MPOAYKTHI U YCIIYTH, U
3aKaH4YMBasg KHUTaMH, poTorpadusiMu, KHHOGUIBMAMU M MY3bIKQJIBHBIMHU IIPOU3BEACHUSIMH.

ABTOpCKHE IpaBa - 3TO IpaBa HAa MHTEJUIEKTYyaJbHYI0 COOCTBEHHOCTh Ha IPOU3BEICHUS HAYKH,
JUTEpaTypsl MU HMCKYCCTBAa. ABTOpPCKME TIIpaBa BBICTYHAlOT B KadecTBE TapaHTHH TOro, YTO
MHTEJUICKTYAIbHBIA/TBOPUECKUH TPyJ aBTopa HE OyIeT HampacHbIM, JacT €My CHpaBeIjIMBbIC
BO3MOXXHOCTHU 3apa0boTaTh Ha pe3yibTaTax CBOErO TPy[a, MOJyYUTh M3BECTHOCTh M Npu3HaHue. Hukro
0e3 paspellieHHsT aBTopa HE MOXKET BOCIPOU3BOJIUTH €0 MPOU3BEICHUE, PACIPOCTPAHSTH, MyOJINYHO
JEMOHCTPHPOBaTh, MPOJaBaTh, HMIIOPTHPOBATh, IIyCKaTb B TPOKAT, MYOJUYHO HCIOJHATS,
MOKAa3bIBaTh/UCHOIHATE B 3(HUpe WK pa3Meliats B MIHTepHeTe.

Hcnonp3oBanue "muparckoro” mporpaMMHOTO OOECTICUCHHSI MOXKET MPUBECTH K MHOTHM PHUCKaM:
OT TMOTEePH MAaHHBIX K TBOMM aKKayHTaM JIO0 OJIOKMPOBKH TBOET0 YCTPOWCTBa, TJE YCTaHOBIIEHA
HeleranbHas nporpamMMa. He crour Takke 3a0bIBaTh, 4TO CYIIECTBYIOT JIerajbHble M O€CIUIaTHbBIE
IPOrpaMMBbl, KOTOPBIE MOKHO HAWTH B CETH.

O nopraiue
CeteBHYOK.p(d - TBO IIaBHBIN COBETYMK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATH O 0€30MMaCHOCTH B CETH

IOHATHBIM M JOCTYIIHBIM A3BIKOM, a IIPW BO3HHUKHOBCHUH KpI/ITI/IIIeCKOfI CUuTyanuun O6paTI/ITBC$I 3a
COBETOM. A Takke MNPUHATH YIaCTHC B KOHKYpCax U CTaTb CAMbIM I_II/I(l)pOBLIM Fpa)KI[aHI/IHOM!






